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About Fault Injection




Definition

“Deliberate insertion of upsets (faults or
errors) in computer systems to evaluate its
behavior in the presence of faults or validate
specific fault tolerance mechanisms in
computers.”




What is being tested?

e

Fault » Exror ——+— Failure




Development
Environment




# the language...

* Object Oriented.

 Windows Friendly.

* Powerful.

* Integrated into the Visual Studio Suite.

* Popular.

 The language of the reusable components.




Visual Studio
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» User Friendly Development IDE.

 Intellisense.

 Debugging features like breakpoint and walk into
code.

» Support for direct connection into Windows CE
devices.

e Code Generation. v
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uz Wlndows CE

 Target OS.
 Required for Application testing.

* Directly testing of code via the
use of the mobile emulator
available with the Visual Studio.

 Windows programming on
reduced ARMv4 architecture.




Platform Bullde e

« Makes OS for windows mobile r—
device with embedded software.

e Contained the code to be tested.

 The target software development
environment as well as the
environment to connect to the
actual device.




Application Verifier
& FFI




To select application: lb nfdlknddY n then The test settings for each applicatio s’tntlth pplication

. I ctt s't n g f hsp pplication. On ethe is removed from the r"vspllcationsp T opy lo g fro the
n t Appli at p e. you can run them device, click Get Logs. To view logs s: d by yourself or another
b rth I k g R or by start gth anually. person, click View Exported Log.

Applications: Test settings:

 Has both x86 as well
as Arm versions.

* Alot of help available | | o) = moe
online.

« Can easily alter the code and disrupt calls.

’ View Exported Log... |
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Working-Appverifier FFI

User DIl, Function List ShimGenUI

User bat file and | sources,

xt file for makefile
instructions éand others for
compilation

\J
@ Shimgen

rc .def and .c file
For making the dll

Applied by the User/3™ Party X
. . . ’
Application —E;”—[\, ] /\\ ST
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DIl for the AppVerifier
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Actual dll




Working-FFI

)

User/3™

DIl, Function List, Probabilities,

Return Values

Party

Complete coding

.bat file and | sources,
xt file for makefile
instructions and others for

1

User

DIl for the AppVerifier

compilation

Y

Shimgen

.rc .def and .cfile
For making the dll

‘Tool Boundary

Applied by the User/3" Party
Application

Verifier

User/3™ Party Supplie&34f

Actual dll

Result




Features




Features

1. Intercept the program flow (via the application verifier) and pass
the original function to the shimmed dll where the following can be
applied:

a. Give alternate Return Value.

b. Fill in a stub function, to replace the original one.

¢. Change the passed parameters to the original function return the
result produced henceforth.

d. Wait for the original function to complete and modify the output
or the return value after the function has ended its flow.

2. Have probabilities associated with each type of return and also
with the original function. =

»
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3. Modify the probabilities dynamically, through the windows " "

registry. WR\ .
4. No injection into the originaldll. P




Features

S. Can remove the shim from application via just one command.
6. Save and modify the project any time and apply the modified shim

by just replacing the old one.

7. Full flexibility to write any C code and include custom headers.

8. Can also be used for API testing through the modify passed values

or parameters option.

9. System dlls can be shimmed to produce other types of faults by say
restricting the memory available.

10. A lot of time is saved as the tool automatically generates the code

and the support files which in normal shimming process takes much
more time. 5
11. Free form many leaks and flaws present in the original shlmgen zrnd
hence a good alternative to produce new shims for other pu{rposes \
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Features

F u n Cti O n A ———Passed Parameters

A

-
-+

Stub Function
Alternate | If Alternate Result
> Return

Function
If No fault \_\
If No Fault
T—Or Alternate Fa U It Or Alternate Return
Parameters

Injector

If Modify | If Alternate

Alternate
Result Parameters

Parameters

|| Modify Result

A

A

e Function B




DFDs




Context Diagram

Function Fault
Injector
(FFI)

——DLL/Fault Details/Saved File—»

User

-«—C File to be compiled and applied




Level 1 DFD

Saved
File
Backup Function Primitive C file—-Shimgen.exe
Specification
Fault Details
>
Function D
Prototypes 2 §
L
——Selected Functions FFI
DLL .
User I Available DLL Shlmgen =
Functions core o
’ 7
/ | \ .
\‘ A T
\
Available Functions




Working, Coding &
Testing
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Function Selectlon Ul 4

FFI

&8 Function Fault In]ector via Apphcatlon Ve.. @@.
File Help

Original DLL: IC:'\Documents and Settingsht-atjain\Desktop\Help |
Output file: ID:'\wince5'\private'\test'\tools"sshim\shims"sMyshims |

AP Filter: l
SetProp, coredIl.dll A ineClose, coredIl.dll A
SetRealTime, coredll.dll lineCompleteT ransfer, ¢
SetRect, coredIl.dl Add -> lineConfigDialogE dit, co
SetRectEmpty, coredll.c ineDeallocateCall, cores
SetRectRgn, coredI.dl ineDevSpecific, coredIl.
SetROP2, coredidi AddAll | HineDial, coredl.d
SetScrollinfa, coredl.dll lineDrop, cored|l.dll
SetScrollPos, coredll.di
SetScrollR ange, coredll < Remove | |lineGenerateDigits, core
SetStdioPathv, coredll. ineGenerateT one, core
SetStretchBlithMode, corg ineGetdddressCaps, co
SetSysColors, coredll.dl Remove All | |SetROPZ, coredl.dll
SetSystemDefaultLCID, SetScrollinfo, coredll.dll
SetSystemMemoryDivisi SetScrollPos, coredll.dll
SetSystemPowerState, « ¥ Imported SetScrollRange, coredl. ¥
by...

Generate Blank Shim

il Functi tail
and Close Fill Function Details '

S R



API Filter

AP Filter: 'gef

_get_invalid_parameter_
_getstdfilex, coredll.dll
_aetws, cored|l.dll
_getws_s, cored|l.dll
faetc, coredll.dll
fgetpos, coredll.dll
faets, coredll.dll

fgetwe, coredl.dll
fgetws, coredIl.dll
getchar, coredll.dll
GetForegroundKeyboart
GetKeyboardT arget, co
gets, coredl.dll

gets_s, coredl.dll
getwchar, cored|l.dl

~

v

Add -»

Add All

<-- Remove

Remove all

Imported
by...

ineClose, coredl.dll A
lineCompleteTransfer, o
ineConfigDialogE dit, co
lineDeallocateCall, core
ineDevS pecific, coredll.
lineDial, coredll.dll
lineDrop, coredl.dll
ineGenerateDiaits, core
lineGenerateT one, core
ineGetdddressCaps, co
SetROPZ, coredIl.dll
SetScrollinfo, coredl.dll
SetScrollPos, coredll.dll
SetScrollRange, coredll. ¥

AP Filter: ["get

getchar, coredll.dll
gets, coredll.dll
gets_s, coredll.dll
getwchar, coredll.dll

Add -->

Add Al

ineClose, coredIl.dll A
lineCompleteT ransfer, o
lineConfigDialogE dit, co
ineDeallocateCall, core:
lineDevSpecific, coredll.
lineDial, coredIl.dll

lineDrop, coredll.dll
ImeFanmard caradll All

APl Filter: |get$

GetForegroundKeyboar
GetKeyboardT arget, col
SeteyboardT arget, cor
SHGetShortcutT arget, ¢

Add -

Add All

<~ Remove

Remave Al

Imported
[

ineClose, coredll.dl A
lineCompleteTransfer, ¢
lineConfigDialogEdt, co
ineDeallocateCall, core:
lineDevSpecific, coredl.
ineDial, coredll.dll

=" llineDrop, coredl.dl
lineF orward, coredll.dll

ineGenerateDigits, core
lineGenerateT one, core
lineGetdddressCaps, co
SetROP2, coredl.dl
SetScrolllnfo, coredll.dl
SetScrollPos, coredll.dl
SetScrollRange, coredll. ™
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Filling Fault

Y ETHES

Fault Injection Specifications

File  Mavigation Help

Function Prototype:
FLOAT Subtract ( FLOAT as,

FLOAT bs)

Probability
[Out of 100)

IV Alternate Retumn Value [5.98
[~ Stub Function

oo
—

[” Alternate Parameters

™ Modify Result

Headers to Include
[Only if not included
in any of the
functions before)

Jump To I

<Edit FunctionList Goto Unfilled

Save and Exit |

s

Next>

|




Generated Files

d.c - Notepad
Fle ER Fomast Vew Heb

J/FEIBFV1. O -~
¢include <windows.h>

3

to the shim
q in custom
e<stdlitb. h>

or the probability generation function's rand

user requesred headers may contain errors {f user typed an incorrct ¢ header or format.
unction @ Add

pr TO match the probabilicy

//This 15 the Random sumber generator f unction which generates the random num
int Randoanumber()

raturn ((int) (10

rand()/(rano_Mmax + 1.000) O

types of all the shimmed functions

dil, so
function,
otect’

INT result
int ThisTim
DWORD dwvalu

y = Randomiumber();

p not Modify, checkir
if (Regoperweykx(MKEY_L
{

1 verifier\\Function Fault

fon «» it

does
REQEreATENeyEX] MXEY_

the Tunct

Craating Keys
iffer\\Function Fault Injector

iIf (dwDispc

//writing the values to the probilities in the registry

Irputtederobabl1ity«3000;
TueEx(h¥ey, TEX

nthe val

falternatefeturn™), 0, REG_DWORD, (const BYTEY) &InputtedProbability, siz

set\n");

[0 e

J&cdwvalue,




Compilation

A AT A F A —
e L L L L L L e L e e e e e e e L B e L
2 ad 2 =d 2 ud 2 ud 2 2 ) 2 5 2] 5 =] B =] =] =] =
=l e e e e R e e e e e e

(00 : 8000080153 : PROGC
(B0 : 88800888155 : PROGC
(08 :00800808156 : PROGC
(08 :8080088157 : PROGC
(00 : 3000088158 : PROGC
(B0 : 8080088159 : PROGC
(00 : 80000881608 : PROGC
(B0 : 8880088161 : PROGC
[00:80000808162 : PROGC
(B0 : 88800888163 : PROGC
(00 : 3000088164 : PROGC
(B0 : 8080088165 : PROGC
(00 : 80000808166 : PROGC
(B0 : 8880088167 : PROGC
(00 : 3000088168 : PROGC
(B0 : 8880088169 : PROGC
(08 :00000001 78 : PROGC
(08 :808008081 71 : PROGC
(00 : 80000808172 : PROGC
(B0 : 8880088173 : PROGC
(06 : 308000808174 : PROGC
(B0 : 8080088175 : PROGC

d bd b bd d bd b bd bd d b b bd fd bd bd b bd hd bd b bd

Saving D:\wincebS\private\test\tools\Build.dat.

Done.

Midl

Message
Precomp Header
Resource

MIPSASM

C++

C

Static Libraries
Exe’s

D11’s

Preprocess deffile
Resx

CSharp Compile
Other

Total

Files
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Warnings

2 00000 ®

Errors

® 000000 ®




Execution & Testing

Windows CE>appverif -m calldemo.exe -s shim _heap.dll

Uerifier loader: SUCCESS

Windows CE>appverif -m calldemo.exe -s shim_calldemo.dll -opt
Uerifier loader: SUCCESS

Windows CE>s calldemo.exe #" Windows CE Remote Registry Editor
wi n d ous CE>_ Registry Edit VYiew Connection Help ’
e e = = | ) e B C 1]
+- &) My Computer A | | Mame | Data
-- &) Qefault Device @(Default) (value not set)
+-{_] HKEY_CLASSES_ROOT [D]Probabiltyofstub 2000
+{_] HKEY_CURRENT_USER [B]ProbabilityOftodifyResult 2000
= 1 HKEY_LOCAL_MACHINE [D]PrababiityOfalternateReturn 2000
+ L—] Audio @]ProbabilityOFAlternateParameters 2000
+-{_] Comm
(L3 ControlPanel
+-(_] Drivers
+- (] Explorer
+- (L] HARDWARE
(] 1dent
+-( init
(] Loader
(3 mMur
+ [ nls
(L notify
(C Platform >
+-{_] Services
+-(_] shimEngine P 4
+-[_1] snd
--[_] SOFTWARE =
+ (1 Apps
= (C Microsoft )
+ L_] NETCompactFramework
=[] application Verifier
=-(_] Function Fault Injector
--(_ pemoDll.dil
(] Ishull
(] Subtract




Execution & Testing

& Windows CE Remote Registry Editor
Registry Edit View Connection Help

+-(]] HKEY_CLASSES_ROOT
+-[_1] HKEY_CURRENT_USER
(1] HKEY_LOCAL_MACHINE
+-[_] aAudio
+-[_] Comm
(1 ControlPanel
+-[_] Drivers
+-[_] Explorer
+-[_] HARDWARE
([ Ident
+-[] init
(1 Loader
£ mur
+- ] nls
[Z notify
(2 Platform
+-[_] Services
-1-[_1 shimEngine
+[_] {default}
=[] calldemo.exe
B cocenodl
(L shim_heap.dll
(2 shim_verifier.dI

% 5| B|es| W] 4|0 3 =8 m) s 0]
+ - &) My Computer Name | Data
- &) Default Device (ab](Default) {value not set)




Results




Results and Future scope FI

: Accepted and Presently under use.

Embedded as a part of the WinCe 6 testing
tools.

*Future scope includes independent compilation
of the WInCE code and hence possibly a release
as a component of the next version of the
Application Verifier.







